Rule GAW094 — Tennessee Secure Person

Apply when: GAWUser object
Subtask: p
Standard GAWDEObject subtasks:
'C" - on object creation
'R’ - before referential integrity
I''l" - beforefafter insert
'u'l'U’ - before/after update
'd'/'D" - before/after delete
Sequence: 1 (Controls the order in which rules will be applied for a given subtask)
Java class* (GAWO094 - equest.rules. Tennessee. SecurePerson v

Provides specialized security based upon hard coded rules.

This should only be used from GAWUser object with a request type of 'p".

In summary, the rules are:

1.

If not from an agency then they must have an open assignment for any cases for any of the
attached case names. You can define agencies in RuleParms that don't count as an agency
for this rule.

SecurePerson.notAgency.n=XXXX (where XXXX is the agency to skip)

If the employer agency is 'PROB' or 'PROG', or 'COMM' then must have an open
requirement code or provider code that matches the user's employer division

If limiting by location (the GROUPID Table has a limitToLocation=??? entry), the person
must have a matching open location assignment.

Note: ??? = all, secure, or unit (where the user's employer unit matches the person's
current location code)

If from an agency, then an open assignment of a person from that agency must exist for any
cases for any of the attached case names.

Rule Setup:

Apply when Sub-task | Seq | JAVA class

GAWUser p 1 equest.rules.Tennessee.SecurePerson
Object
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Rule Parms:

Setting up Attorneys to view Quest:

In Tennessee most attorneys are in the agency “Attorney” so you can pull reports on how many
attorneys have been appointed.

This causes a problem because attorneys from the same law office can’t view each other’s cases. Your
name must be assigned to the case in order for you to see that case.

And, if you can see one of the person’s cases, you are authorized to view all the cases of anyone who is a
party to any of their cases, if the attorney is authorized to view that case type.

1. Make sure you have a security group called “Attorney”.

2. Make sure that security group has the correct authority.
a. Make sure they do not have any access to “Authorized to view all people and cases”
b. They should only be able to view file stamped documents and court orders.

3. Set up thisrule

4. Add Rule Parms

a. SecurePerson.notAgency.l=atty

Set up an attorney with this access, give them a username and password, and log in as them and see
what they are able to view. Look at the court docket, can they see all cases? Look at their caseload
screen, click on people, click on cases. Verify everything is accurate including what documents they can
view.

Remove access to anything to do with medical information!!! HIPPA!!
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